Parent online safety sessions

Aims

e To consider what children and young people are really doing online as opposed to what they might
say that they are doing.

e To explore some of the risks and benefits of using the internet and online communications.

e To provide some possible solutions.

This is about education, not simply blocking and banning children from the internet. Blocking worked a few
years ago, but now young people all have mobile devices which allow them to access the internet wherever
and whenever they want to and so they need to know how to protect themselves when things go wrong. Of
course there is a place for some blocking — as parents we are confident and comfortable in doing this for the
offline aspects of our children’s lives, we should also feel confident to do this with the online aspects too. It is
clearly inappropriate for children to access adult content/pornography and we can take steps to block this as
parents. More information can be found at www.internetmatters.org

As discussed during the presentation — we can block content very effectively and exercise some control over

what our children may be accessing at home and even on their own devices but when they spend time at a

friend’s house we have no idea of the levels of filtering that are in place. For that reason we need to ensure

that when our children come across challenging content online they feel able to come and ask for help and

support as necessary. Keeping the channels of communication open is crucial.

Online safety covers a wide range of issues from inappropriate content to cyberbullying, paedophiles, identity

theft and validity and bias.
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A classification of online opportunities and risks for children and young people?

At first sight, the list of risks can seem quite daunting, but closer examination reveals that many of the risks

cited are concerns that have existed for generations. For example tracking is mentioned and of course this is a

concern, we also talk about stalking which is something that happens in the off-line world as well.

Unfortunately, pornographic and harmful sexual content has always existed; the internet simply provides an

1 Livingstone, S and Haddon, L (2009) EU Kids Online: Final report. LSE, London: EU Kids Online. (EC Safer Internet Plus Programme

Deliverable D6.5)
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easier means of accessing this material as the perceived anonymity it affords mean that children and young
people are much more likely to take risks and attempt to access such material believing that they will never be
discovered.

Despite the fact that many of these risks have always existed, the internet brings with it a couple of issues
which mean that children and young people can be particularly vulnerable.

1. Children and young people tend to use the internet (at least initially) in places where they feel very safe.
This is because we tell them that they are safe and want them to feel that way. Home and school are
places that we need children to feel safe and secure in and staff and parents work hard to ensure that this
is the case. However, in doing so, we encourage children to approach their use of the internet with a false
sense of security. In their eyes, nothing can go wrong — because they are in that safe place. This is
highlighted by the comment below:

“How can we come to any harm when we are sitting at home, nothing really bad can happen.” — Girl
15,2

2. We know from scientific research, that children’s capacity to understand risk develops after adolescence
because the parts of the brain that govern risk are not fully functioning until this time. This means that
children don’t have the same appreciation of risk as adults — this is actually a good thing in some respects
as without this, children and young people would not take the risk to tell their first lie of consequence, or
do their first noble thing. Indeed, it is only their inability to appreciate and understand risk that allows
them to do those things that we as adults consider to be both incredibly brave and foolish, the things that
really characterise adolescence, the series of really dangerous decisions that you have to make to become
an adult.

These two factors taken together can form a potentially toxic mix, meaning that some children and young
people will take real risks without any thought for future consequences.

It is important to remember at this point that we were all children once, we all did the foolish things, the
difference — and it is a crucially important one — is that our foolish activities were not permanently recorded.

Consequently, informing children about risk involves

e Frequent reinforcement — which means both at home and at school.
e  Providing children with examples — things from their real life that actually mean something to them.

We must infuse children with the media literacy that helps them to understand about the immortality of the
information that they put up online. This is vitally important. The way to do this is NOT to say don’t use this,
but to say for example, “look at how this rumour flooded through the network”. Encourage children and young
people to carry out the experiment for themselves. When they have witnessed the speed and diffusion of how
something goes through a social network they will be much more likely to think twice about what they post.
There are many examples in the media which we can use to initiate discussions with our children — they will
have an opinion and are more likely to consider some of the issues if we share some of these stories with them
and ask them what they think. (Some examples can be found below).

Premier League football clubs using social media to vet players
https://www.theguardian.com/media/2016/apr/16/footballers-social-media-vetting-transfers

2 From Ofcom — Social Networking: A quantitative and qualitative research report into attitudes, behaviours and use (April 2008)
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1in 4 chance of sexts being leaked http://metro.co.uk/2016/08/15/theres-a-1-in-4-chance-of-your-sexts-

being-leaked-even-if-youre-in-a-relationship-6068699/

Net-A-Porter accidentally leaves photoshopping instructions on photo
http://www.telegraph.co.uk/news/2017/03/08/please-slim-net-a-porter-accidentally-leaves-image-editing-

instructions/

How can we best protect children and young people?

The most effective way to keep children and young people safe online is to ensure that they have someone
that they trust who they can talk to if something goes wrong.

Education and empowerment are much more powerful tools than blocking, banning and monitoring. We
spend a lot of time telling children and young people how important their privacy is and what they must do in
order to protect it. We do this for a number of good reasons; one is that there is a small risk that they could be
groomed by a predator, but more importantly, because the internet will never forget. It is appropriate then
that we sit down with our children and point out that the photo they post when they are 15 or 16 of them half
dressed, smoking a cigarette and drinking will indeed come back and haunt them when they are 35 or 36 and
they will wish they had never posted it. However, at the same time as telling them this, we also put our
children in situations where everything that they do at school and at home is being watched, monitored and
processed. The information that is gathered is then used as ammunition for us to tell our children that they
have done something wrong — they have been caught.

Children understand that actions speak louder than words — so when we monitor a child for every second that
they are online, and then turn around to them and say that privacy is important and they must protect it, they
understand that we’re not really serious about this. When we tell them to protect their personal information
and not give it out, but also that if they take steps to hide that information from us (e.g. by using a proxy
server and so by-passing the school’s “safe” internet connection which will probably be filtered), then they will
be in a world of trouble, children and young people then understand that we’re not really serious about this
whole not disclosing information business. We are training children not to value their privacy by relying too
heavily on monitoring software and surveillance in schools. If we really want to keep children safe on the
internet, we need to start equipping them with the tools to understand when they’re being monitored.
Children are infinitely resourceful, monitoring and filtering will not always stop them from accessing what they
want to access, but it could stop them from working with us to become better online citizens.

Gaming

https://www.askaboutgames.com/ brilliant website which answers questions parents and players have about

video game age ratings, provides advice on how to play games safely and responsibly, and offers families
helpful tips to ensure they get the most out of the games they enjoy together.

Gaming disorder is defined in the 11th Revision of the International Classification of Diseases (ICD-11) as a
pattern of gaming behavior (“digital-gaming” or “video-gaming”) characterized by impaired control over
gaming, increasing priority given to gaming over other activities to the extent that gaming takes precedence
over other interests and daily activities, and continuation or escalation of gaming despite the occurrence of
negative consequences.

Internet gaming disorder has been identified by the American Psychiatric Association and labelled in their
Diagnostic and Statistical Manual of Mental Disorders (DSM-5) as requiring further study. Further information
and a list of symptoms is available here.

Reporting

Reporting harmful content hub https://reportharmfulcontent.com/
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Removal of images - https://www.yoti.com/blog/helping-under-18s-anonymously-report-their-sexting-images/

IWF — Report child sexual abuse content https://www.iwf.org.uk/

CEOP - to report online sexual abuse https://www.ceop.police.uk/ceop-reporting/

ACT (Action Counters Terrorism) https://act.campaign.gov.uk/

Momo challenge there has been a lot of press coverage about this — it is a hoax. These articles provide more
information but the message is that we should talk to our children — not go into specifics (unless they are
already aware of it) and ensure that they feel able to talk to us about anything that makes them feel
uncomfortable, worried or scared when they are online.

www.theeducationpeople.org/blog/online-safety-alert-social-media-challenge

https://www.forbes.com/sites/andyrobertson/2019/02/27/dont-panic-what-parents-really-need-to-know-

about-momo-challenge

https://www.theguardian.com/technology/2019/feb/28/viral-momo-challenge-is-a-malicious-hoax-say-

charities
Screentime

Research from Royal College of Psychiatrists Technology use and the mental health of children and young
people Jan 2020 https://www.rcpsych.ac.uk/docs/default-source/improving-care/better-mh-policy/college-

reports/college-report-cr225.pdf

Health impacts of screen time (RCPCH) https://www.rcpch.ac.uk/resources/health-impacts-screen-time-guide-
clinicians-parents

Guidance from the Chief Medical Officer -
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment data/file/777026/

UK CMO commentary on screentime and social media _map of reviews.pdf

Useful websites:

www.thinkuknow.co.uk/parents ~ www.internetmatters.org www.net-aware.org.uk

http://parents.vodafone.com www.saferinternet.org.uk www.connectsafely.org

www.commonsensemedia.org www.childnet.com/kia/parents

Simplified terms and conditions for social networking sites https://www.tes.com/teaching-resources/digital-
citizenship

Digital friendships report (Safer Internet Day 2018) https://www.saferinternet.org.uk/digital-friendships

Our Internet Our Choice — Consent in a Digital World (Safer Internet Day 2019)
https://www.saferinternet.org.uk/safer-internet-day/safer-internet-day-2019/our-internet-our-choice-report

Internet Addictive Behaviour - http://www.socialweb-
socialwork.eu/assets/includes/sendtext.cfm/aus.11/key.1001/key2.34 PDF will download automatically

Books for younger children - https://kentesafety.wordpress.com/2015/06/05/online-safety-storybooks/
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Resources and research on live streaming - https://www.thinkuknow.co.uk/professionals/resources/live-

streaming/

deShame - http://www.childnet.com/our-projects/project-deshame/research (young people’s experience of

sexual harassment online)

Ofcom media use and attitudes report Jan 2019 https://www.ofcom.org.uk/research-and-data/media-literacy-

research/childrens/children-and-parents-media-use-and-attitudes-report-2018

Young children and screen time www.childnet.com/ufiles/Young-children-and-screen-time---a-guide-for-

parents-and-carers.pdf

Online reputation https://www.internetmatters.org/issues/online-reputation/ and

http://www.childnet.com/young-people/secondary/hot-topics/online-reputation and

https://www.consumerreports.org/social-media/colleges-check-applicants-social-media-posts/

DCMS and Home Office — White Paper — Online Harms (April 2019)

https://www.gov.uk/government/consultations/online-harms-white-paper

Information Commissioners Office — Code of practice to help protect children online
https://ico.org.uk/media/about-the-ico/consultations/2614762/age-appropriate-design-code-for-public-
consultation.pdf

Disrupted childhood report — The cost of persuasive design
https://www.basw.co.uk/system/files/resources/disrupted-childhood.pdf

Ofcom —research into internet users’ experience of harm online
https://www.ofcom.org.uk/ data/assets/pdf file/0018/120852/Internet-harm-research-2018-report.pdf

New guidance from DfE on relationships and sex education
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment data/file/781150/
Draft guidance Relationships Education Relationships and Sex Education RSE and Health Education2

pdf

New app from BBC Ownlt - https://www.bbc.co.uk/news/technology-49726844

Cross platform parental controls - https://kidslox.com/
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